
Rules, What Are They Good For?
Absolutely Something!
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What is a rule?



From the textbook:

An element that holds check 
references and may also hold 
remediation information.

- NIST CSRC Glossary
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https://csrc.nist.gov/glossary/term/rule


For OSCAL, a rule is:

a condition to check [1]

possible evaluation methods [0 to ∞]

links to what it supports [0 to ∞]
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But where is the remediation info?

What about rule results?

Stay tuned for OSCAL#1059.
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https://github.com/usnistgov/OSCAL/issues/1059


But wait, that’s just [RMF] 
Assessment stuff!?
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Why rules?



Wait, don’t we already have that!?

Playbooks, runbooks, team checklists

SCAP, STIGs, CIS Benchmarks, config 
baselines
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“Limit the number of concurrent sessions for each 
organization-defined account three (3) sessions for privileged 
access and two (2) sessions for non-privileged access.” (AC-10)

→ Server instances

→ Managed services

→ Network control plane

→ Cloud infrastructure at the “account level”
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How to make and use rules?



Goals

Summarize conditions in structured data

with flexible methods (automated manual)

without vendor lock-in
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Adding rules where we need

component-definition system-security-plan

Adding rules where want 

assessment-plan assessment-results plan-of-
actions-and-milestones profile catalog
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Model



rule [0 to ∞]
uuid [1]
name [0 to 1]
title [1]
description [1]

condition [0 to 1]
condition-evaluator [0 to ∞]

uuid [1]
name [0 to 1]
type [0 to 1]

prop [0 to ∞]
link [0 to ∞]

href
rel: dependency

prop [0 to ∞]
name: supports
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Examples and Samples



Fully automated

CSP offers a secure PaaS for agency systems 
and want to provide rules for service 
hardening and self-assessment.

ocpv4-example-component-definition.xml
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https://github.com/aj-stein-nist/oscal-content/blob/issue-1058-rules/examples/component-definition/xml/ocpv4-example-component-definition.xml


Semi-automated

Lead DevSecOps Engineer of an agency 
engineering org defines guidelines on how to 
review audit logs in their centralized logging 
SIEM.

semi-automated-log-review.xml
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https://github.com/aj-stein-nist/oscal-content/blob/issue-1058-rules/examples/component-definition/xml/semi-automated-log-review.xml


Manual

The Office of the CISO establishes rules 
for engineering teams to follow account 
management and audit logging policy.

agency-ciso-overlay-component.xml

ITL/CSD/OSCAL Team

Model Meeting 20220121

https://github.com/aj-stein-nist/oscal-content/blob/issue-1058-rules/examples/component-definition/xml/agency-ciso-overlay-component.xml


Open Questions



Overlap & relevance to SAP&SAR 
models
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How will we do grouping for rules?
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Data architecture for linking

ITL/CSD/OSCAL Team

Model Meeting 20220121



Rules are good for component 
definitions and SSPs, but are they 
good for everything?

ITL/CSD/OSCAL Team

Model Meeting 20220121



How can you help?



We want feedback re

current use cases (or recommend others)

the model structure

example data for automated rules

feedback on open questions 
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GitHub: 
github.com/usnistgov/OSCAL/issues/1058

Gitter:
gitter.im/usnistgov-OSCAL/Lobby

Email:
oscal-dev@list.nist.gov
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